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3. □ Copies of the certified copies of the priority documents have been received in this national stage application from the 
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DETAILED ACTION 



1. 



Claims 1-13, 22, 25-26, 29-50 are pending. 



2. 



The RCE of 1 1/13/06 has been received and entered. 



Reasons for Allowance 



In reference to claim 1 : 

"Cryptography and Network Security, Principles and Practice", Stallings, Chapter 14, "Web 
Security" discloses a method of providing data from a service to a client over a 
telecommunication network based on encryption capabilities of the client, the method 
comprising the computer-implemented steps of: 

• At an intermediate server, creating and storing a mapping that associates encryption 
types to a plurality of available online services, wherein each of the plurality of online 
services is provided by one or more of a plurality of servers; 

• Wherein the intermediate server is coupled to the client and to a plurality of servers ; 

• At the intermediate server 

• Receiving from the client a request for data and a list of encryption types representing 
encryption capabilities that are available at the client, where the request from the client is 
the client hello, and the list of encryption types is the cipher suite which is the list 
containing the combinations of cryptographic algorithms supported by the client, (pages 
451-452) 
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• Determining an encryption type match by matching the list of encryption types received 
from the client to the mapping of encryption types to the plurality of online services, 
where the ciphersuite contains a list of supported encryption algorithms list provided by 
the client and where the list contains the encryption algorithms that are available or 
"available online services" (pages 451-453) and the server determines an encryption type 
match by selecting one of the supported encryption types from the list to use. (page 452, 
1 st and 2 nd paragraph) 

• Selecting, from the plurality of online services, an online service that can provide the data 
to the client based on the encryption type match wherein selecting the online service 
comprises selecting a particular server from the plurality of servers that provides the 
online service , where the selection of the service is performed in the server_hello 
message and a ciphersuite is selected by the server from the list provided by the client, 
(pages 451-453) & (page 452, 1 st and 2 nd paragraph) 

• Causing communication of the data from the selected online service to the client, where 
the server_hello message is communicated to the client. (Figure 14.6) & (pages 451-453) 

"Cryptography and Network Security, Principles and Practice", Stallings, Chapter 14, "Web 
Security" fails to disclose selecting a particular server from the plurality of servers that provides 
the online service where the selection is based on the encryption type match or mapping. 



With regards to this limitation, the Examiner previously rejected the similar limitation of claim 9 
as follows: 
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"Cryptography and Network Security, Principles and Practice", Stallings, Chapter 14, "Web 
Security" fails to disclose: 

• Selecting a server farm based on the service; and 

• Selecting a particular server in the server farm to provide data to the client. 

The Examiner takes official notice that server farms were well known in the art at the time of 
invention. For Example, access to large corporate sites, or sites that handle heavy traffic 
cannot deal with the network and computational load with only a single server. Rather, a 
large set of servers, all operated by that one entity work together to handle the client load. 
For Example, google.com does not use a single server to handle all the traffic it encounters 
from use of its search engine. Rather this work is split among a set of servers associated and 
commonly owned. Each server within the server farm handles the load through a particular 
distribution method. Ultimately it is a single server that provides data to a client, although 
which particular server within the farm may change. 

♦ 

It would have been obvious to one of ordinary skill in the art at the time of invention to select 
a server farm to deal with the large computational loads required by SSL and especially a 
large number of clients requiring SSL, while selecting a particular server within the server 
farm to provide data to the client in order to handle the computational and network burden 
that a server would not be able to single-handedly provide. 
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While it is true that selecting a server farm based on the service and selecting a particular server 
farm within the farm to provide data to the client is well known in the art, there is no explicit 
teaching to select a particular server from the plurality of servers where the selection process is 
based on an encryption mapping or an encryption type match as indicated by Applicant's 
independent claims. 

For Example, suppose the Applicant selected the usage of the GOOGLE tm search engine. It 
would be evident to one of ordinary skill in the art that GOOGLE corporation handles a large 
multitude of servers (i.e. a server farm) to provide the search engine service to it's users. It is 
also apparent that at least one of those servers in that multitude will provide the desired service 
to the client. The selection of the server itself is commonly based on the load or bandwidth 
requirements of the server/user and remains largely unspecified by the clients actions save for the 
general type of service desired to be rendered. (Search engine, HTTP, FTP, Realmedia) 

In contrast the amended applicants claims calls for the selection of a particular server where the 
selection is based upon the encryption type match that was formed by matching a list of 
encryption types received from a client. Thus, Applicant's amendments recite a degree of 
specificity that is greater than what is readily known in the art. No art had been found which 
recites this limitation, nor has any explicit motivation been found to modify the invention to 
yield the recitation of the claims. 



For this reason claim 1 is allowable. 
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Independent claims 1 1, 13, 22, 25, 26, 49, 50 have all been found to recite the same amended 
subject matter and primary subject matter as independent claim 1, and are allowable for the same 
reasons. 



3. Any inquiry concerning this communication from the examiner should be directed to 
Thomas M Ho whose telephone number is (571)272-3835. The examiner can normally be 
reached on M-F from 9:30 AM - 6:00 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Gilberto Barron can be reached on (571)272-3799 

The Examiner may also be reached through email through Thomas.Ho6@uspto.gov 

Any inquiry of a general nature or relating to the status of this application or proceeding should 
be directed to the receptionist whose telephone number is (571)272-2100. 

General Information/Receptionist Telephone: 571-272-2100 Fax: 703-872-9306 
Customer Service Representative Telephone: 571-272-2100 Fax: 703-872-9306 



Conclusion 



TMH 





December 20 tn , 2006 
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